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Trusted Applications on Mobile Devices
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TEE Fragmentation and the GlobalPlatform API
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TEE_Result TA_InvokeCommandEntryPoint(void *sessCtx, uint32_t cmdId,
                                      uint32_t paramTypes, TEE_Param params[4])
{

    uint32_t exp_paramTypes = TEE_PARAM_TYPES(
                    TEE_PARAM_TYPE_MEMREF_INPUT,
                    TEE_PARAM_TYPE_MEMREF_OUTPUT,
                    TEE_PARAM_TYPE_NONE,
                    TEE_PARAM_TYPE_NONE);

    if (paramTypes != exp_paramTypes)
      return TEE_ERROR_BAD_PARAMETERS;

    size_t in_buf_sz  = params[0].memref.size;
    char *in_buf      = params[0].memref.buffer;
    size_t out_buf_sz = params[1].memref.size;
    char *out_buf     = params[1].memref.buffer;

    if (in_buf_sz > out_buf_sz)
      return TEE_ERROR_BAD_PARAMETERS;

    TEE_MemMove(out_buf, in_buf, in_buf_sz);

    return TEE_SUCCESS;

}
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Stores session state

Chooses TA cmd handler

Determines types of params
Four TEE_Param parameters

typedef union {
struct {

void *buffer;
uint32_t size;

} memref;
struct {

uint32_t a;
uint32_t b;

} value;
} TEE_Param;

OPTIONAL



Prevalence Study
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Dataset
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545 firmware images> 65% market shareAndroid phone vendors

54 devices
5 different TEEs

~14,500 proprietary 
TAs

~336 unique

2016 - 2024



GPCheck
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● Ghidra-based

● Post-production 
vetting

● Open-Source



Results
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~6,900 TAs are GP-compliant (~131 unique TAs)

850 vulnerable TAs (33 unique vulnerable TAs)

9 publicly known 10 silently patched 14 0-days

CVE-2023-32835, CVE-2023-32834, CVE-2023-32848, CVE-2024-20078, …

> $ 12k bug bounty



Timeline
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🌍󰷺
Samsung

9x🌍󰷺
Samsung

🌍󰷺
Samsung
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Samsung

🌍󰷺
Xiaomi 2x🌍󰷺

Xiaomi 🌍󰷺
Xiaomi
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🌍󰷺
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🌍󰷺
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Mitigation
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● Change fail-open to fail-close design
○ Mandatory type check
○ Fail-safe abort without proper check

● Sent proposal to GP; Draft for API update in progress
● No changes to external API (backwards compatible)

● Open-source and based on OPTEE



🌍󰷺 GlobalConfusion
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Code
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